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Secure Email Gateway is a robust antispam by blocking spam before it even enters 

your inbox. Using a sophisticated array of spam filters, anti-virus scanners, 

phishing prevention and content analysis engines, Dome Antispam Platinum 

protects your business against the latest email threats, including previously 

unknown ones.  

Secure Email Gateway  is compatible with all major MTAs, integrates easily into 

existing e-mail infrastructure and scales to accommodate thousands of users. 

Comodo Dome Antispam features intelligent filtering algorithms that deliver over 

99% accuracy rates on content classification and spam detection.

C l o u d - b a s e d  s o l u t i o n  t h a t  b l o c k s  f r a u d u l e n t  a n d  m a l i c i o u s  e m a i l s

Our Threat Intelligence Labs monitors, filters and contains, and analyzes malware, 

ransomware, viruses and other "unknown" potentially dangerous files 24x7x365 in 

over 190 countries around the world. With 5 offices spread across the Americas, 

Asia, and Europe (and staff covering over 190 countries), the Lab is made up of 

more than 120 IT security professionals, ethical hackers, computer scientists and 

engineers (all full-time Comodo Lab employees) analyzing millions of potential 

pieces of malware, phishing, spam or other malicious/unwanted files and emails 

every day. The Lab also works with trusted partners in academia, government and 

industry to gain additional insights into known and potential threats.

Get a malware free mailbox paired with the our threat intel l igence lab
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Advantages to

implementing

Spam Filtering

Protect malicious 

email content from

accessing data

Keep your users 

safe—at their desks 

or on the go

Online 

Portal Access 

Management

• Sender Reputation Network 

• Server behavioral analysis

• RBL and DNSBL support

• Machine vs. human intent 

identification

• Spam database pattern matching

• IP reputation analysis

• Anti-fraud protection

• Learns and adapts to new spam 

techniques

• Banner and plug-in filter

• Sender/recipient filtering

• Auto email classification

• Image spam identification

• Audit Log capability

• Set independent policies for 

incoming and outgoing emails

• Per-domain configuration and 

control

• IP and content-based filtering

• Keyword blocking

• Geolocation-based permission & 

restrictions

• Sent email limitation based on user 

name and domain

• Web-based email access

• Per-user blacklist/whitelist

• Per-user quarantine

• eDiscovery of email users

• User authentication (LDAP, AD)

• Antivirus scanning

• Phishing protection

• Real-time spam and malware 

signatures

• Attachment filtering

• Comodo Threat Research Labs

• Static, dynamic and human 

analysis

• Decompression of archived 

attachments

• File-type blocking

• Real-time signature updates

• Failover to alternate destination

• Web access to spooled email 

during outage

• Backup and archiving

• Easy web-based management 

interface

• Automatic whitelisting

• Comprehensive scheduled 

reporting and alerting

• Instant control of quarantined 

emails through management 

interface

• Ability to set email attachment 

size limits

• 24/7/365  email support

• Forum support
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ENDPOINT SECURITY NETWORK SECURITYMANAGED DETECTION & RESPONSE

NETWORK SECURITYENDPOINT SECURITY MANAGED DETECTION & RESPONSE

ENDPOINT DETECTION & RESPONSE

ADVANCED ENDPOINT PROTECTION

SECURE APPLICATION PROTECTION

SECURE DNS FILTERING

SECURE WEB GATEWAY

SECURE EMAIL GATEWAY

GLOBAL THREAT INTELLIGENCE

24HR SECURITY OPERATIONS CENTER

NETWORK DETECTION & RESPONSE

ACTIVE BREACH PROTECTION PREVENTS DAMAGE
WITH THE INDUSTRY’S LEADING ZERO TRUST ARCHITECTURE

ENABLE 
CYBERSECURITY 

SOLUTIONS FROM 
OUR ONE CENTRAL 

PLATFORM

ELIMINATE ALERT 
FATIGUE WITH 
CLOUD-NATIVE 

ARCHITECTURE & 
THREAT DETECTION

PROTECT 
THREAT VECTORS 
WITH OUR ZERO 

TRUST SECURITY 
POSTURE

In a world where preventing all cyberattacks is impossible, 

Comodo Cybersecurity provides Active Breach Protection 

with its cloud-delivered cybersecurity platform.  The 

Comodo Cybersecurity Platform provides a zero trust 

security environment that verdicts 100% of unknown files.  

The platform renders an almost immediate verdict on the 

status of any unknown file, so it can be handled accordingly 

by either software or human analysts.  This shift from 

reactive to proactive is what makes Comodo Cybersecurity 

unique and gives us the capacity to protect your business – 

from network to web to cloud – with confidence and 

efficacy.

  

Comodo has experts and analysts in 185 countries, 

protecting 100 million endpoints and serving 200,000 

customers globally.  Based in Clifton, New Jersey, Comodo 

Cybersecurity has a 20-year history of protecting the 

most sensitive data for both businesses and consumers 

worldwide.  

COMODO CORPORATE HEADQUARTERS

Experienced a breach? Contact us at (855) 551-1531
Visit comodo.com for your free 30 day trial

1255 BROAD STREET, CLIFTON, NJ 07013 USA
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