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WHO WE ARE

Comodo is the world’s leader of next-
generation cybersecurity, with the industry’s

most disruptive innovations.

FOUNDED IN EMPLOYEES

2018 150+

CUSTOMERS PATENTS

3,900+ 27

HEARD OF US?

PRIMARY DIFFERENTIATION

Only Comodo can claim 100%
effectiveness in preventing ransomware

and zero-day’s from causing harm!

CYBERSECURITY CYBERSECURITY
EFFECTIVENESS SCALABILITY

100% 100%

ENDPOINTS RANSOMS
INFECTED PAID

0 0

INDUSTRY RECOGNITION

We help customers avoid breaches with
groundbreaking isolation technology that neutralizes

ransomware, malware and cyber-attacks.

77y CYBERSECURITY

NTEST

The Independent IT-Security Institute
Wageeburg Germany

Gartner
H\GLAB

SCawards



TIME TO FACE THE TRUTH

NO one can stop

Zero-day malware from
entering your network, but

Comaodo can prevent it

from causing any
damage.

/ero infection.
/Bro damadge.

“ All files were encrypted and could
not be restored, except for two
FPCs running Comodo AEP ,’

(Q, Andrew Cunningham, CEQ Data Central



THE WORLDWIDE CHALLENGE

Ransomware is a sophisticated Business.

NEW MALWARE NEW RANSOMS VICTIMS PAID

28 300,000 11 Secs $350M

CREATED DAILY PER INCIDENT IN RANSOMS

Source
Source E— Source



https://www.weforum.org/agenda/2021/11/industries-affected-ransomware-cybersecurity-cybercrime/
https://securityandtechnology.org/wp-content/uploads/2021/04/IST-Ransomware-Task-Force-Report.pdf
https://www.av-test.org/en/statistics/malware/

THE CHALLENGE EXASCERBATED

You're Against All Odds

YOU'VE BEEN HACKED!

EDR IS NOT ENOUGH REPUTATION SERVICES
99% D ' '
o Detection  Unpredictable
Current security solutions depend upon Third-party intelligence services fuel the
detection before they can prevent. detection world but remain too slow and
Detection efficacy rates are not good inefficient to be relied upon all the time

enough.

INSUFFICIENT

Expertise

Limited cyber training, a high learning
curve, and finite number of available
experts to address your risk



THE CHALLENGE ACCEPTED

One Solution, Uniguely Bundled = Total Effectiveness

A single unified endpoint solution offering exploit prevention, advanced threat hunting, and

endpoint management to stop ransomware, avoid breaches, and sustain your business.

MALWARE
ANOMALY

CONTAIN

STOP RANSOMS IN REAL TIME UNIFIED TECHNOLOGIES FOR 24HR FULLY MANAGED
y ion = i ity 4+ SOC Expert
100% Protection Endpoint Security xperts
Comodo is disrupting the market with our Our cloud native platform works in real time to Our Security Operations Centers and teams
patented approach to stopping breaches and communicate threats between EDR, AEP, MDR, of analysts work around the clock globally.
the damage malware and ransomware can EMM, and MDM to give you enterprise grade These veteran threat hunters do not assess
cause. Devices remain protected even if protection at affordable fixed rates. your business size, they simply love

they're infected by an unsecured device. eliminating malware attacks and threats.
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ADVANCED ENDPOINT PROTECTION

Auto Containment

Move from Detection to Prevention With Auto Containment™

to isolate infections such as ransomware & unknown threats.

: ? =

COMODO Advanced Settings (m] X
v General Settings i

m Auto-Containment
v Anti
v Firewal ¥! Enable Auto-Containment

This option enables automatic containment of executable files and scripts according to the

v HIP

policy defined below.

X 1 1) (¢
Remove MoveUp  Move Down Fée:fa‘u'”c
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©  [E Run Virtually i All Applications  Unrecognized a

] [E Run Virtually () All Applications  Unrecognized a

©1 [ Run Virtually 8) Shared Spaces Unrecognized a

Stop Ransomware

¢

Patented Auto
Containment

Traditional AV and detection fail to stop threats from executing

- B -

Hard Drive Registry

Unknown Files COM Interface

Malware persists
by adding code to
registry

Malware injects malicious
code to good processes

Malware requires write Ransomware
access to critical overwrites company
system resources data

Our Technology Isolates and Disables the Threat at Runtime

Unknown Files Hard Drive Registry COM Interface
No persistence
ensuring hackers not

active in organization

Isolation virtualizes your
critical system resources

Memory protection to
prevent injections and
memory attacks

File and File-less
attacks are unable to
damage or steal data
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ENDPOINT DETECTION & RESPONSE Stop Ransomware

Real-time At
FUR Forensics

Gain full context of an attack to connect the dots on (3 ) Memory allocation

o Code injection

New process
Image dump itvi.exe o

how hackers are attempting to breach your network.

botupdate.exe

taskhost.exe

7 "

New process
Code injection

Memory allocation
Code injection

6]

iexplore.exe




ENDPOINT MANAGER Stop Ransomware

Attack Surface
Reduction

Practice cyber hygiene to reduce the attack surface by identifying

applications, understanding the vulnerabilities and remediating patches.

cCoOMODO Patch Management
I8 Souty Monsosy / Paquete acumulativo de actualizaciones de calidad mensual de seguridad (enero de 2017) para Windows Server 2008 R? sistemas
basados en x64 (KB3212646)
DASHBOARD
/ Security Patch Info
DEVICES
General Vendor Security Patch Info Bulletin CVE IDs
USERS
Supercedes

http://www.catalog.update. microsoft.com/S« winline.aspx?updateid=5b92ccf0-3865-4f9-828f-ff8cf1a4d985
53-9135-9415b80bbcdc
ne.aspx?updateid=9ece576d-3654-411c-96c2-8c9836c4f33f

CONIGIRATION IEM A= 'www.catalog.update.microsoft.com,

Jwww.catalog.update.microsoft.com/S:
//www.catalog.update.microsoft.com/ScopedViewlnline.aspx?update: 043-4719
/www.catalog.update. microsoft.com/ScopedViewlInline.aspx?updateid=0043e623-5876-4536-841b-f067d49121b7

ww.catalog.update. microsoft.com/ScopedViewlnline.aspx?updateid=71bc467b-f842-43e6-abad-868230ba297d
www.catalog.update. microsoft.com/ScopedViewlnline.aspx?updateid=b1ec46dc-0bb9-dbce-8049-488b162a0534 |

atalog.update. microsoft.com, winline.aspx?updateid=63ef44=7-A=2N-A20a 2 ANAEnnhéANNT A2a

/Jwww.catalog.update.microsoft.com/S Downloads and updates
www.catalog.update. microsoft.com/S ne.aspx?updateid=75¢
//www.catalog.update.microsoft.com/! ne.aspx?updateid=867 @ Jrouls sood s 9e)
//www.catalog.update.microsoft.com/ScopedViewlnline.aspx?updateid=ad6
//www.catalog.update.microsoft.com/ScopedViewlnline.aspx?updateid=18¢
www.catalog.update. microsoft.com/ScopedViewlnline.aspx?updateid=4f9
www.catalog.update. microsoft.com/ScopedViewlnline.aspx?updateid=a12 n e Do .
Jwww.catalog.update. microsoft.com/ScopedViewlnline. aspx?updateid=f8b
‘www.catalog.update. microsoft.com/ScopedViewlnline.aspx?updateid=ef7. E -
www.catalog.update. microsoft.com/ScopedViev
//www.catalog.update.microsoft.com/ScopedView
J/www.catalog.update.microsoft.com/ScopedViev
www.catalog.update. microsoft.com/ScopedView
www.catalog.update. microsoft.com/ScopedView

APPLICATION STORE

APPLICATIONS

wraw

Mobile Applications

2 B= Microsoft

Apple Mac OS P
Linuxh ﬁ ubuntu

ne.aspx?updateid=159

Patch Management

SECURITY SUB-SYSTEMS

5

Recent activity

SETTINGS

5

App 947 Modifed yesteday

ne aspx?updateid=dad
ne.aspx?updateid=f65

ne.aspx?updateid=ebf Microsoft To-Do: List, Task... App
ne.aspx?updateid=25t

Modifed 120472019

'www.catalog.update.microsoft.com/S ne.aspx?updateid=aal App Installer App 0307320 Modified 12/04/2019
www.catalog.update. microsoft.com ne.aspx?updateid=ddc
www.catalog.update.microsoft.com ne.aspx?updateid=ada n Messenger Seta 962265 19650 Modifed 104201
ffwww.catalog update. microsoft.com/ ne.aspx?updateid=afd
/lwww.catalog.update.microsoft.com/ ne.aspx?updateid=c26 E oty Music p o976 Modiied 1042019
Bulletin
https://technet microsoft com/en-us/library/security/MS17-004 n e — A e Mo ltovae

Supercedes bulletin ID

https://support. microsoft.com/en-us/kb/3212646

Release date
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Stop Ransomware

MANAGED SERVICE

24°/°362 ‘
>0C Investigation
and Remediation

= Continuous Maonitoring

Your vulnerabilities are due to lack of resources, processes, and ° _—
possibly the technology to maintain all these technologies. Security analysts continuously monitor alerts for
malicious activities or policy violations that can lead to
, attempted breaches.
@ e i e [ —————
) Alert List
8 e e e - o Proactive Threat Hunting
) : Q Our proactive nature of threat hunting recognizes that
A T = e = threats can still try to evade in-place security protections.
=l Sl i e R o :
Q m v (»]
Q Q » o
o T . . Managed Response & Reporting
= ) Providing remediation guidance on mitigating the threat,
and orchestrating immediate triage and response
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Fortify your security

UNIFIED MANAGED SECURITY

D R A B D N I L A I I u R M Patented Auto Real-time EDR Attack Surface Investigation

Containmen t Forensics Reduction & Remediation

A single unified endpoint solution offering exploit prevention,

advanced threat hunting, and endpoint management to stop

ADVANCED
ENDPOINT

ransomware, avoid breaches, and sustain your business. CROFEGAI

ON TECH
STOP RANSOMS IN REAL TIME pv! N0igg,

100% Cybersecurity Protection

Rig

MOBILE 0365CLOUD
SECURITY MONITORING

ENDPOINT
UNIFIED TECHNOLOGIES FOR DETECTION DRAGON ENDPOINT
& RESPONSE PLATFORM MANAGER

Ultimate Endpoint Security

SECURE SECURE
INTERNET EMAIL
GATEWAY GATEWAY

FULLY MANAGED

Around the Clock SOC Experts

SECURITY
OPERATIONS
CENTER




THE PROOF

ENDPOINTS CYBERSECURITY RANSOMS
INFECTED ‘ EFFECTIVENESS ‘ PAID

0 100% 0

. s .. ® .. E“:
The UPS Store & SV p’ C Wi Z%
? ’nf Oda t QCOlOIIeuI’f @Shell @ STAR VALLEY HEALTH
_ VA, & . L
5= COGENT %, Ne:t\(V|5§ world relief

Pacific Clinics
ADVANCING BEHAVIORAL HEAITHCARE o

WX MiaOdum 43 Insight

Transporiation Brokers Simplifying Business Continuity




C ABOUT US

‘ Contact us

Comodo is the world'’s leader of next-generation cybersecurity, with the

industry’s most disruptive innovations.
Tel: +1(888) 551-1531

. L Tel: +1 (973) 859-4000
We help customers stop breaches with groundbreaking isolation

technology that neutralizes ransomware, malware and cyber-attacks.
Our complete cloud-native framework delivers a zero-trust architecture
with active breach protection for the most comprehensive defense

against zero-day threats. Comodo’s cybersecurity products maximize ‘ E Mmal | UusS

intelligent sharing between every component of the platform, therefore

- . . sales@comodo.com
providing superior security. We are the only company that analyzes and @

gives a trusted verdict for 100% of files on a network.

Comodo leverages innovation to celebrate and support the
cybersecurity community by offering the very first open-source endpoint

detection and response (EDR). We believe an open-source model using 200 Broadacres Drive,
Bloomfield, NJ 07003

community-powered collaboration will ensure every organization has United States

access to the industry’s most sophisticated EDR.




PRODUCT INFO

Resources

Need to review the product? Start
with these informative documents.

f NEXT STEPS

PRODUCT DEMO

Schedule

Schedule a demo with one of our
cybersecurity sales engineers.

.Jlj Schedule a custom demo

PRODUCT TRIAL

Signhup

Get a dedicated Comodo Sales
Engineer to guide your account
setup quickly.

m Start Dragon trial for free —

i, Download Solution Brief —» -
|i, Download Datasheet —
|i| Compare Products N
[ iz
AWARD Check
£ CYBERSECLRTY  SCawards %1&5 ‘W@wﬁ'ﬁ? e I B
Saas Enabled 100% Protection Scalable Offerings
Managed Detection & Response Endpoint Security Network Security

. Endpoint Advanced Endpoint Secure Secure Secure
Endpoint Cloud M Endpoint Detection Email Internet DNS
e Protection & Response Gateway Gateway Filtering
L L

DRAGON PLATFORM



https://f.hubspotusercontent40.net/hubfs/5981196/Product%20Resources/Advanced%20Endpoint%20Protection/Comodo%20%5BAdvanced%20Endpoint%20Protection%20-%20Solution%20Brief%5D.pdf
https://f.hubspotusercontent40.net/hubfs/5981196/Product%20Resources/Advanced%20Endpoint%20Protection/Comodo%20%5BAdvanced%20Endpoint%20Protection%20-%20Datasheet%5D.pdf
https://www.comodo.com/competitive-analysis/
https://platform.comodo.com/signup/
https://www.comodo.com/request-demo/

